Wireshark - A $1,000.00 protocol analyzer for FREE!

Wireshark is a network packet analyzer. A network packet analyzer captures network
packets and then displays details about the contents. Look at the screen capture in
Figure 1. To see a sample of Wireshark as it captures a series of packets running
across a network system.
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Figure 1 - Wireshark network packets capture displayed.

For a copy of Wireshark, simply go to the following link http://www.wireshark.org/ and
download the latest version for Windows or Linux Wireshark is free and worth over a
$1000.00 dollars when you compare it to other protocol analyzers on the market today.
Wireshark is free because it was developed originally by Gerald Combs while he was a
graduate student at the University of Missouri-Kansas City. Originally named Ethereal it
was released to the public under the GNU General Public License as open source
software, free to copy and distribute. Many people have contributed to the software
program and in 2006 Ethereal was renamed Wireshark. It is still open source and most
likely one of the most valuable open source software programs available today.



http://www.wireshark.org/

The Wireshark protocol analyzer works just like the original Ethernet protocol analyzer
with some enhancements.

After downloading installing Wireshark, you will need to identify which network adapter
you will be using for your captures. You simply select “Capture “from the menu bar and
then select “interfaces” to select the network adapter you will be using for the captures.
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Figure 2 - The Capture menu list, select Interfaces.
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Figure 3 - Select the Start button associated with the desired network adapter.

Now Wireshark should be running and capturing a series of packets also known as
frames. You will see the capture of packets displayed in real time as in the screen
capture below in Figure 4.
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Figure 4 - Packet collection appears on screen while Wireshark is running.

There is a tremendous amount of information displayed. Looking from left to right on
the top half of the display you will first see a number assigned to each packet starting
with 1. The next column displays the exact amount of time from the start of Wireshark
until the packet was captured. The next two columns display the source and destination
IP address in IPv4 or IPv6 format, depending on which format is being used by the
network operating system. In the fifth column the protocol is identified such as ARP,
DNS, DNS, DHCP, etc. Wireshark can identify approximately 700 different protocols.
(More than you will ever normally need.) The last column on the right will provide a brief
bit of information about each packet captured. Some examples of the information will
be things such as a request to logon, who is at a specific IP address, DHCP information,
response to another packets and much, much more. For detailed information about a
packet, you simply select the packet with the mouse and the bottom half of the display
presents you with detailed information and a list of protocols used to encapsulate each
packet. In the sample in Figure 4 you can see that frame 14 is an Ethernet type Il
packet encapsulating an Address Resolution Protocol (ARP) request to match source
and destination IP addresses and MAC addresses. This is a very common protocol
encountered on Ethernet networks.

You can use Wireshark to study each of the various protocols as you encounter them in
your training course. You can either make your own captures or download sample of
protocols that are available at the Wireshark organization website. You can also use



Wireshark to conduct experiments such as watching the sequence of packets and
protocols during the initial startup of a computer station on a network. You can see how
it identifies itself to other devices on the network and how it requests an IP address from
the DHCP server or router.

At first Wireshark as any other protocol analyzer will be very intimidating but the more
you use it the more comfortable you will be.

Be sure to download a copy of the Wireshark manual available at the Wireshark
website.

Look over the summary of features such as filtering which allows you to capture only
packets as related to a particular protocol or a particular computer or select number of
computers as identified by IP address. By using a filter you can limit the collection of
packets to a single or pair of computers on a network that contains numerous
computers making it very difficult to identify only those packets associated with a
particular computer.

A protocol analyzer is an extremely useful tool when it comes to network security. It will
allow you to study how security protocols function and can also be used to identify the
source of an attack on a network system.

A User Guide for Wireshark is available at the Wireshark website.

http://www.wireshark.org/docs/wsug html chunked/

Based on Wireshark 1.0.7 version.

If you are to become a true networking professional, you need to master how to use a
protocol analyzer.


http://www.wireshark.org/docs/wsug_html_chunked/

